Most SMEs underestimate or minimize the cyber security risks they have to face. Moreover, they are not aware that the security context is changing rapidly at different levels. At legislative level, new reference frameworks are created such as the GDPR. At normative level, security standards are evolving and increasingly required. At technical level, threats and technologies are progressing in parallel making security control and management a complex task. This position paper presents our approach and current progress in developing a cyber security label for SMEs supported by accredited third party companies expert in this field. The pursued goal is to raise the awareness of SMEs w.r.t. cyber security and to help them achieving and maintaining an adequate level of protection. We position our work in the landscape of existing frameworks and similar labelling initiatives developed in other European countries.
INTRODUCTION
Our world is now hyper-connected with new technologies like Cloud, Internet of Things, Big Data developing at a fast pace. Many companies are eager to adopt them given the high potential of value creation through new business models (e.g. SaaS) or simplified IT management (e.g. Cloud hosted IT infrastructure). In this evolution, cyber security is often overlooked while at the same time it involves new security threats and ever increasing exposure to attacks. The 2016 report of the US-CERT to congress shows that over the past ten years, reported incidents have been multiplied by 14 with a double digit annual grow of roughly 30% (Slye, 2016) (Donovan, 2016) .
Small and medium-sized enterprises (SMEs) are known to play a key role in the worldwide economy. In European countries they employ 2/3 of the workforce and generate about 60% of the total added value (Muller et al., 2015) . SMEs are characterised by a high degree of flexibility, a multitasking staff, a focus on the innovative development of a limited number of products or services and a low adherence to procedures and standards. Regarding cyber security, SMEs might just not be aware of the threats on their business or think they are not worth being tackled. Many also just have a false sense of security. This was true to some extend in the past but the situation has completely changed over the past few years (Smith, 2016) . Different sources report that about half of cyber attacks actually target SMEs (Symantec, 2017) . The main reasons is that SMEs are easy targets with a good value vs risk ratio: most of the time, they underestimate their data value (e.g. high-tech start-up) (Hayes and Bodhani, 2013) . SMEs can also be used as relays towards bigger targets (Osborn et al., 2015) . Unfortunately most don't get a second chance, as an estimated 60% of companies go out of business within a semester after being attacked (Leclair, 2015) .
To face this evolution the market has already reacted and it becomes more and more frequent for SMEs to be questioned about their cyber security precaution in a call for tender process or to have specific clauses added to their contracts (CybSafe, 2017) . Public authorities are also reacting and have identified the need to help but also to force SMEs to adopt a mature approach to face cyber security threats. At European level, the main on-going initiatives are:
• The European Union Agency for Network and Information Security (ENISA) is conducting surveys and publishing specific guides addressing SMEs cyber security needs. ENISA also issued a number of recommendations to increase the level of adoption of security standards by SMEs. In addition to easing the access to knowledge and including SMEs in the standard development and review process, it also proposes the definition of certification schemes and the creation of standards specifically tailored for SMEs. It stresses the need of low cost and lightweight approaches that can fit SMEs capabilities (ENISA, 2015) .
• The European Digital SME Alliance fosters the SME ecosystem by developing a "EU trusted solution" label that would stress European qualities like data protection and high security standards. It would also accelerate the development process across the ecosystem and act as a differentiator especially to increase the international visibility of European SMEs (Digital SME Alliance, 2017).
• The European Commission is investigating the possibility of creating a framework for certification of relevant ICT products and services. It would be complemented by a voluntary and lightweight labelling scheme for the security of ICT products (EU, 2016).
• To improve the protection of personal data, the EU has issued a new General Data Protection Regulation (GDPR). (EU, 2016) . It will be enforced in May 2018 and comes at the price of a strict data protection compliance regime with severe penalties. Demonstrating cybersecurity maturity will thus be part of measures to avoid data breaches.
While the idea of some form of labelling is clearly in the air, the following caveats should be avoided, as stressed by Digital Europe (Alex Whalen, 2017):
• As cyber security has no border, EU should take into account the existing international ecosystem.
• A new EU certification scheme cannot be the unique answer in a complex cyberspace.
• False sense of security possibly induced by labelling should be complemented e.g. by benchmarking of security practices • Avoid rigid and costly schemes: the approach should be affordable by SMEs and allow some form of voluntary and agile self-certification.
As many other countries, the need to better support SMEs has also triggered an initiative to define and deploy a cyber security labelling scheme operated by a network of third party expert companies, supported by specific public funding (e.g. cyber security vouchers). As highlighted above, such a work should not be done in isolation but as much as possible aligned with strategic directions. It should also rely on similar existing or on-going work carried out in other countries having progressed on this topic.
The aim of this position paper is therefore to outline the main directions to build a realistic cyber security labelling approach addressing the needs of SMEs. Its overall goals should include raising awareness and helping them reach a first level of assurance and maturity. The process followed was to perform an in-depth review of existing frameworks and emerging national labels. Those were ranked against a number of required criteria for their adoption by SMEs. We also collected existing feedback, especially about specific barriers reported to deploy a specific approach. This paper is structured as follows. Section 2 identifies relevant constraints and needs SMEs have to face when dealing with cyber security. Section 3 gives an overview of the existing approaches in the light of those needs. In this light, Section 4 highlights a proposed realistic approach. Finally, Section 5 describes our roadmap to implement such a label in Belgium.
SMEs NEEDS ABOUT INFORMATION/CYBER SECURITY
A survey made in 2014 among UK SMEs shows some interesting findings about their perception and approach of cyber security (Osborn et al., 2015) :
1. Only 21% of the respondents have shown a low awareness about basic security guidelines. 2. One of the main reported barriers is the lack of trust and quality regarding available information, amongst others such as the lack of resources or knowledge. 3. 39% have done an in-depth risk analysis including cyber security and 48% keep the company's risk analysis, policies and backups up to date. 4. Most SMEs are aware of the reasons why cyber security measures are necessary. 5. The cost is still the main barrier for implementing cyber security solutions and standards, as those are designed for bigger companies.
The bottom line is that most SMEs already have a good level of awareness and are ready to devote resources to cyber security. However they lack "simple effective measures that are not too time-consuming and require a great in depth knowledge of IT systems". This lack of reliable sources of truth and guidance is a huge hindrance for them and the perceived incentives are not sufficient to break that barrier.
Given the limited space, we just give an overview of the main requirements gathered from different surveys (Boateng and Osei, 2013) (Osborn et al., 2015) (Padfield, 2015) and our own interactions with local SMEs. They are structured according to the FFIEC Cybersecurity Domains:
• Management and oversight: the whole organisation should be committed with management support. A dedicated person should be identified and given resources. Roles could be aligned with risk management process to make the link with the Towards a Cyber Security Label for SMEs: A European Perspective company assets. Some internal training/awareness should be organised. A plan-do-check-act type of governance should be set up.
• Intelligence and collaboration: guidelines should be available for classical SME network architecture (e.g. with/without central office).
• Controls: easy to implement controls should be available. They must be easy to operate internally with limited amount of outside expertise (e.g. to help select and install adequate controls).
• External Dependency Management: external interfaces should be clearly identified and related to the assets to help identifying the protection level.
• Incident management and resilience: basic business continuity actions should be available (including backup strategy, alternative processes,...)
EXISTING LABELS AND FRAMEWORKS FOR SMEs
This section reviews a few emerging labels focusing on SMEs and bigger frameworks that can be adapted to the needs identified in the previous section. In the process, we eliminated some approaches too domainspecific (e.g.IEC-62443 for industrial automation) or without any track records with SMEs.
CyberEssentials (UK)
Cyber Essentials is a UK government scheme launched in 2014 to encourage organisations to adopt good practices in information security (UK Government, 2016). It includes an assurance framework and a simple set of security controls to protect information from threats coming from the internet. It was developed in collaboration with industry organisations combining expertise in Information Security (ISF), SMEs (IASME) and standardisation (BSI). There are two level of certification: a basic level which is based on a self-assessment that can be independently verified and a "plus" level featuring a higher level of assurance through the external testing of the organisation's cyber security. Certifying Bodies are licensed by 5 Accreditation Bodies which are currently appointed by UK government. Figure 1 shows part of the proposed self-assessment questionnaire. In order to support SMEs in adhering to the approach, the UK government has deployed a specific voucher scheme including coaching, documentation and certification. It was quite successful: more than 2000 Cyber Essentials and Cyber Essentials Plus certifications have been issued since the launch. Once certified, the SME can also advertise about the fact it takes cyber security seriously boosting its reputation and providing a competitive selling point.
BSI and VDS (Germany)
A German cyber security act has been issued in 2010 to face the rise of cyber crime. A concern is the impact of certification on companies. Compliance measures have to reflect the "current state of the technology" and this work has to be carried out by the Federal Office for Information Security (BSI) for each sector.
To our knowledge, initiatives for SMEs are originating from the private sector, e.g. by VdS which has developed certifications targeting manufacturers, service providers and end consumers. Their scheme has four levels, starting from self-assessment (see Figure  2 to the full ISO27001. The certification body approves service providers for the consultancy of information security/cyber security for a limited time. 
ANSSI Certification (France)
The French government announced in 2015 their new digital security strategy, led by the ANSSI (The French Network and Information Security Agency) and designed to support the digital transition of French society. The ANSSI certification process is based on the Common Criteria.
A French cyber security label was also created in the wake of this new strategy and aimed only French products and companies (ANSSI, 2014).
Italian Cyber Security Framework
The Italian government has published their Framework in 2015, largely inspired from the framework for improving critical infrastructure cyber security (NIST), targeted to critical infrastructures. Their main modifications can be found in a strong focus on the Italian economic context (large numbers of SMEs) and a dedicated part on the contextualization. A company willing to use the document should first establish its context before selecting the right subcategory and Framework Core, as in the "vanilla" NIST. This a not a standard but a common reference.
ISO27001 for SMEs
The ISO standard sets out more than 130 individual security controls grouped into 11 key areas. Not all controls have to be implemented, as they can be selected on the basis of a professional risk assessment. A SME will find that such a standard contains many controls that are not relevant or appropriate to their circumstances, but might occasionally be required by a large customer or business partner to demonstrate their level of compliance.
ISO previously produced a guide which is now obsolete w.r.t. the last version of the standard. Criticism have also been raised on the lack of value-driven approach of this standard (Lieberman, 2011) .
NIST Cyber Security Framework
The NIST Cyber Security Framework (NIST CSF) is a US policy framework providing computer security guidance for helping organizations to assess and improve their ability to prevent, detect, and respond to cyber attacks (NIST, 2014) . It is not a prescriptive standard but aims at defining a common language and systematic methodology for managing cyber risk. It is supposed to give a broad and stable base in cyber security and the users have to adapt it to their needs. It will not give to the board the acceptable amount of cyber risks the company can tolerate or not, neither a mythical "all in one" formula to banish cyber attacks. But it sure will enable best practices to become standard practices for everyone, via a common lexicon to enable actions across diverse stakeholders.
The framework is organised around a sound set of five concurrent and continuous functions addressing different steps to process cyber threats: Identify, Protect, Detect, Respond, Recover. It also provides progressive implementation tiers depicted in Figure  3 . The framework can realistically be used by SMEs (Sage, 2015) and is actually used by the Italian framework described in Section 3.4. 
ISSA5173 (UK)
The ISSA 5173 aims is to encourage SMEs to take steps to secure their customers and employees data, and raise awareness of the relevant legislation that applies to them regarding data security. Although the standard does not seem to be actively developed, it defines an interesting prioritization scheme depicted in Figure 4 (ISSA, 2011). 
Top 20 Critical Security Controls
In 2008, a consensus of defensive and offensive security practitioners developed guidelines consisting of 20 key actions, called critical security controls that organizations should take to block or mitigate known attacks. Those controls support automated means to implement, enforce and monitor them. They are also expressed in terms easily understood by IT staff. Specific guides are also available to help SMEs implement them with low budget (Eubanks, 2011) .
Initially developed by the SANS Institute, those controls are now maintained by the Center for Internet Security to keep addressing the highest threats. They are organised in two progressive sets: the first 5 controls focus on inventory and configuration management and help eliminating most of the vulnerabilities while the additional 15 controls help securing against today's most pervasive threats (CIS, 2016). Table 1 summarises previous approaches. It eases comparing and combining them to help with building our own approach without reinventing the wheel and staying aligned with existing works.
Comparison Summary

OUR EMERGING APPROACH
Our label is aimed at any SME wishing to demonstrate a level of maturity in information security. Its purpose is to define the level of cyber security maturity for an enterprise on a relevant scale. It would reflect a level reached by the company in terms of cyber security and could be used by actors outside the company such as customers, suppliers, subcontractors, insurers or even computer crime investigators.
The envisioned approach is based on a framework both strong and adaptable to SME needs like the NIST CSF, similarly to the Italian approach. It would rely on the five NIST categories and for each category use the Tier approach as detailed in Section 3.6 which enables a maturity scale. The global organisation is depicted in Figure 5 , it includes both the certification of provider that will be allowed to deliver the label. To encourage SME to better protect themselves and engage in the label, the public authorities have also launched cyber security vouchers that can be used for consultancy and labelling by certified companies.
The combination of these categories and tiers in the label will give a clear overview for the SMEs situation and its context. This is the real challenge in the galaxy of existing frameworks, recommendations and controls. The label has to be smart and flexible, designed and/or adapted for tight resources and budget. A small bakery and a sensible data processing company do not have the same budget and are not confronted to the same threats, the approach obviously has to be tailored without sacrificing the security.
STATUS AND ROADMAP
The problematic surrounding cyber security in the context of SMEs is real and not new. The standards and frameworks were first designed with large companies in mind as they were the biggest targets. As these actors are now becoming tougher, the attacks have shifted to smaller and more vulnerable targets: SMEs. Current effort by governments to help them is currently more driven by best effort than concrete solutions. SMEs are by definition very heterogeneous and a single solution can't fit all, while classic standards and frameworks are not tailored for them. The need for a comprehensive, flexible and cost-minded framework is clear hence main actors such as European union and major standards are beginning to work on it. There is space for a more local and close-to-themarket approach to start the process with SMEs and prepare them when the classic behemoths will begin to issue recommendations and regulations.
After having outlined our approach and engaged with the relevant IT cluster and our public authorities, our work is now to collaboratively refine the practical label organisation and conduct first labelling pilots.
